
1

Privacy-Preserving CCTV Analytics for 
Cyber-Physical Threat Intelligence

Jürgen Neises, Adrien Besse

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement no 786727 www.finsec-project.eu
© 2018 FINSEC Consortium

SECURING CRITICAL INFRASTRUCTURES OF THE FINANCIAL SECTOR

http://www.finsec-project.eu/


2

CCTV Footage for Physical Threat Intelligence
CCTV footage is ubiquitous today 
• Surveillance of public and critical 

infrastructure
• Financial Services: Security of ATM 

areas and bank branch offices
• Data Centers: Security of rack spaces

and data center environments

Enable CCTV beyond forensics
• Facilitate privacy preserving CCTV 

and threat detection
• Support automated Anomaly 

Detection and prediction of threats
• Integrate with common (cyber) threat 

management
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3AI-based CCTV Analytics 

CCTV

x-events

Automated & GDPR compliant 
detection of physical events that may 
cause threats
§ Detection of bodies or body parts in a marked 

area of a CCTV footage without identification 
of persons

§ Analysis of body poses or actions
§ Issuing anonymous FINSTIX x-Events to the 

FINSEC platform for further security analysis 
and physical/cyber threat correlation

§ PIA based on CNIL methodology



4Demonstration – Real World at ATM

Video Footage Security Events



5Demonstration – Tracking – Floor Map

Video Footage Floor Map Security Events
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Motivation: Combine Cyber & Physical Threats
§ Integration of physical Security in automated Security event 

management
§ Facilitate unified analysis of physical and cyber events for anomaly 

detection and prediction

§ Preserve privacy in physical threat monitoring by anonymous 
tracking and events 

§ Applicability in common and well-known Data Centre and ATM 
security scenarios

§ COVID-19  related application scenarios for this technology in 
Public Safety & Security.

CCTV

Detection & Tracking of Body Parts

Pose Analysis & Event Generation

Security Event Management

Towards an intelligent Sensor
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7Validation – Scenario Data Centre

Security relevant: Opening a rack following a security procedure

Objective: Detect and track interaction with rack’s keyholes by two independent agents



8Validation – Scenario ATM

Security Relevan: Malicious Interactions at/with ATMObjective: Detect persons in 
ATM zone and track interaction

ATM-UC1 - Attack to Person
• Min 2 people in scene
• Proximity lower than 1m

ATM-UC2 – Attack to ATM
• Enter ATM-Zone (must)

ATM-UC3 – Loitering
• Staying in an area/scene for longer than time t_0
• length of trajectory 

ATM-UC4 – Introduction of Malware (incl. UC2)
• Enter ATM zone
• Staying in an area/scene for longer than time t_1

ATM-UC5 – Jackpotting (incl. UC2 / UC4)
• min. 2 people in the ATM zone (must)
• Staying in an area/scene for longer than time t_2
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Takeaways / Conclusions

• Privacy preserving automated  CCTV analysis shall benefit physical 
security and safety of critical and public infrastructures

• FCAS is a privacy preserving probe providing only FINSTIX x-Events to a 
data or Security platform (e.g. SIEM)

• The development of edge based analytics is ongoing
• FCAS is validated in Data Centre and ATM use cases
• Other application areas:

• Shops, Malls, Smart City, Public Security & Safety
• For instance: COVID-19 scenarios (masking, distance, etc.)
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Many thanks for your interest and your time!

Jürgen Neises Adrien Besse
juergen.neises@fujitsu.com adrien.besse@fujitsu.com

mailto:juergen.neises@fujitsu.com
mailto:adrien.besse@fujitsu.com


11CCTV Footage for Physical Threat Intelligence

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement no 786727 www.finsec-project.eu
© 2018 FINSEC Consortium

http://www.finsec-project.eu/


12

CCTV Footage for Physical Threat Intelligence

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement no 786727 www.finsec-project.eu
© 2018 FINSEC Consortium

http://www.finsec-project.eu/


13

CCTV Footage for Physical Threat Intelligence
CCTV footage is ubiquitous today 
• Surveillance of public and critical 

infrastructure
• Financial Services: Security of ATM 

areas and bank branch offices
• Data Centers: Security of rack spaces

and data center environments

Enable CCTV beyond forensics
• Facilitate privacy preserving CCTV 

and threat detection
• Support automated Anomaly 

Detection and prediction of threats
• Integrate with common (cyber) threat 

management

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement no 786727 www.finsec-project.eu
© 2018 FINSEC Consortium

http://www.finsec-project.eu/

