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Examples of incidents on CEI

Ukrainian grid cyber attack (Dec. 2015) European blackout (Nov. 2006)

O Area 1 under-frequency

1. Compromise of corporate networks via emails infected -
) L Area 2 over-frequency
with phishing malware (at least 6 months!) B Area 3 under-frequency

2. Took SCADA control, then remotely switching off 43
substations

3. Disabled IT infrastructure components

4. Destructed of files stored on servers and workstations

with the KillDisk malware

5. Denial-of-service attack on call centres to deny * Accidental —

consumers updating on the blackout. * Non fulfilment the N-1 criterion
* Insufficient inter-TSO co-ordination

Orchestrated ICT threats can lead to more complex and Accidents may be as catastrophic as
sophisticated threats targeting at core CEl operations attacks
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CEIl Protection Scope

Medium
Term

CEIl covers the complete value chain
 From Generation to Consumption
 From Process to Market Term

Market

Customers
(Home, Industry,
Other CIP)

C physical Security ) ‘Natlonal Disasters Agmglnfrastructure . Cyber Security Aging Workforce
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From Monitoring to CEIl Security Guarantee

Feedback & Full Lifecycle Governance

CEIl Security CEl Security CEl Security CEl Security
Physical sensors State State State State
Awareness Perception Copnprehension Gujrantee

Cyber sensors

Human sensors

Cameras RF radars, Detect that

.. Perceive the near Understand what is Apply the mitigation
?CD:DR:’L somethlng |s.\évro:g future state of the CEl | happening and how plans & prevent
_ 083, (secyrl y inclaent, (Consolidated view) to mitigate cascading effects
Firewall, HITL accident, fault..)




Threat Prediction/Detection

CEl Security Protection System

Pan-European Incidents Information Sharing Platform (I2SP) Layer 3
Information Processing Security Monitoring Incidents Mitigation Layer 2
Framework Framework Framework

Cyber Threats \

(Smart Meters, e-vehicles, social networks Layer 1

& Volunteers)
SmartT
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Physical Threats
(Drones, LIDARs, Sensors, Cameras)

uonebI JuspIdU|

B

R

D Ty

-
. ®

DEFEND

Incidents’ Information
Sharing Platform (I12SP) at
pan-European level

Information Processing,
threats prediction/detection,
threat management/Mitigation

Information gathering, CEl
monitoring & situation
awareness




(a)Thermal Camera

CEIl Security Monitoring “Musts”

Builds on real-time multi-aspect monitoring to ensure that:
v CEl security state is known at every given moment ﬁ
v' The future CEI security state is predictable

v' The CEI security guaranteed at all times

(a) Surveillance (b) Laser (c) 360°

Camera Fence Sensor Perimeter
Physical * Thermal/PMZ cameras, RF radars, LIDARs (LFS) Laser Sensor
SiCa ) ) . .
y » Fibre optics, Taut wires, Buried geophones ;

* Logs, Firewall status, SCADA systems | %
Cyber . . (d) Efioient T T

« CPSS and Machine Learning at local and pan-European level Doppler e e

. . . .. detector sensor (LRS)

Human » Acting as first-responders on possibly CEl incidents

LIDAR images of Critical Energy generation transmission and distribution networks Maintenance accelérétion Drone Visual Detection

(b)
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CEl Security Monitoring “Musts”

From CEI security state Awareness to Comprehension
* Threats and attac

semantically enl - A —,
Threat agent has privilege to ) / gain privileges on
privilege to \ access a network |\ host on <specific

, - connected /
Access to AMI Althe :.Ze':' ‘“‘;'l::;d“a' / \__network>___/ network  /
network 3 degrun ! |

. B access <specific  / connected to \ i
d EXte n S |Ve U S e a n( Threat Agent Gains S network> / <specific / e ’)

) i | ]
Near real time m i e
 Data miningonl 4 | ‘:’—L\.
| . 1 ek egen A
b MaChine Iearnin L ]| %n hoztc:getgl'ne >
| <speci : /
hd FU”'StaCk ApaCh( Threi;liﬁﬂemﬁze:orms B - ]| e /
Spark, Apache Z impersonating

Threat agent
gains access to Sub-tree

» Security compreh (+) <networic

Threat agent introduces
malicious code/software
and manipulates power
measurements, updates
firmware and changes
configurations

Meters accept commands
from fraudulent headend;
Fake measurement are sent to
DRAS; Compromised power

consumption data

Control of firmware updates,
configuration changes, etc.; Loss
of revenue due to altered power
usage data; Fake DR messages
due to altered power data
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CEl Security Monitoring “Musts”
CEl Security Guarantee . CEI Security “by-design”

» Resilience (e.g. Double virtualization)
« Self-healing (e.g. fault-location /restoration)
« Data Protection (e.g. Cryptography/Blockchains)

» CEIl Security “by innovation”
« Countermeasures toolbox for incident mitigation

» Decision support systems to assist CEl security authorities when
automated mitigation is not possible

» Avoidance of cascading attacks by notification & “Human Sensors’




Drones locking

Network router

Camera
Analytic unit
Camera
controller
Power supply

Drone

Line of sight
Altitude/Tilt

Position of the Distance/Zoom
drone platform



CEIl Security Monitoring “Musts”

HITL acting as cyber security sensors

» Volunteers or LEAs acting as first responders
(report via specialized applications possibly
accidents or suspicious incidents)

« Short messages
» Photographs
* Videos

We need to ensure

Trusted, Traceable, Private,

Bi-directional Communications Ethereum as IPFS distributed,
Consortium blockchain encrypted file system

End-to-end encryption
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CEl Secure Tiers Classification

1

v MEfbl. —- 1 Risk Management Process - ISO/IEC 27005
Risk Assessment
Risk Analysis v . .
| e — | Risk Assessment consists of
‘ Risk Estimation ‘ é . . L. .
g & * Risk Analysis partitioned into
§ Risk Evaluation g .R|Sk Ident|f|cat|0n
£ =
8 2 *Risk Estimation
® = . .
. 3 * Risk Evaluation
< Y;s R
» Risk Treatment J
The outcome of the Risk Assessment Process is a set of

T s " prioritized risks. The next step is to suggest a Risk
v Treatment set of measures to the Operator.
Risk Acceptance
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CEl Secure Tiers Classification

4 Security tiers are created for Risk Evaluation
« Minimal importance, green, 1 to 3, leave out
« Small importance, yellow, 4 to 6, monitor and re-evaluate
« Medium importance, orange, 8 to 12, schedule a mitigation plan
* High importance, red, 15 to 25, immediate attention and mitigation plan

Risk Impact
Minimal Small Medium Severe

3 Almost certain 5 10

2 | Likely 4 8

£ | Possible 3 6

% Unlikely 2 4 8

® | Rare 1 2 3 4 5
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CEIl Security Validation
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Emulator @
Pan European Incidents A
Information Sharing Centre " Transmission @
' _ Network

Fossil-fuel
Power Plant

Physical Protection
Cyber Protection
Human in the Loop

Smart Meters
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Publicity & Stakeholders are criticial

’“?r,
Defending the Européan Energy
Critical Infrastructure — Best Practice

in EU DEFENDER project

BUILDING TOGETHER
ANEW SOCIETY! M
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CEl Security Stakeholders Group (CEIS-SG)
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https://defender-project.eu/ceis-sg/
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Conclusions

« Critical Energy Infrastructure (CEIl) threats include:
» Cyber-Physical Security
* Natural Disasters
» Aging Infrastructure — Aging Workforce

* From Monitoring to CEIl Security Guarantee, state awareness and
comprehension play a significant role.

« Sharing data is quite problematic
* Risk Rate may be evaluated as Risk Impact X Risk Likelihood
« CEIl Security Roadmap should

* |ldentify the major threats
 Rate them
e Define countermeasures
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Thank you!

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under the grant agreement No 740898




