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| Security Vulnerabilities

New 'Alien’ malware can
226 Android apps

Most targets are banking apps, but Alien can also show phishing pa
cryptocurrency apps-



Security Vulnerabilities
Techniques
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Security Vulnerabilities
Financial Phishing
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Security Vulnerabilities
Financial Phishing

+5,5%

spread of bank-related
phishing from 2018
to 2019
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Source: Kaspersky — https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/

Security Vulnerabilities
Financial Malware
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Sources: Kaspersky — https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/

Security Vulnerabilities
Financial Malware
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Security Vulnerabilities

Financial Malware

41%

infections in the financial
scenario by the top 3
malware in 2019
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financial scenario by the
top 3 malware

Sources: Kaspersky — https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/
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Security Vulnerabilities

TrickBot _ _
TrickBot now pushes Android app for
bypassing 2FA on banking accounts
n Malicious TrickMo app seen deployed in Germany for now, but broader use is expected.
banking
credentials
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Security Vulnerabilities

TrickBot

banking
credentials
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e
Outlook
credentials

ICT

CENTER FOR COMMUNICATION
AND INFORMATION TECHNOLOGY

-5¢

—

FileZilla
credentials

—

WinSCP
credentials

) o

*

locale SSL O

KeePass
database certificates OpenVPN
credentials
OpenSSH
‘—_’ keys — e
Putty Tea mViewer
credentials credentials Bitcoin
D wallets

VNC
credentials

git
Git
credentials

-

Windows RDP
credentials



Security Vulnerabilities
TrickBot

Insert your code
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Security Vulnerabilities
TrickBot

Insert your code
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Security Vulnerabilities
TrickBot

Google Authenticator

Google (
464 614

Google (
436 232

Insert your code
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Security Vulnerabilities
TrickBot
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Google (
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*Impacts of the PSD2 on financial
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| Payment Services Directive (PSD2)

Directive (EU) 2015/2366 regarding payment services in the internal market.

Main focus:

* fostering the birth of new innovative
solutions built around financial
institutions (open banking)

* improving the security of e-banking
protocols

ICT

[ B
CCCCCCCCCCCCCCCCCCCCCC
NNNNNNNNNNNNNNNNNNNNNNNN FIN '



| Payment Services Directive (PSD2)

Directive (EU) 2015/2366 regarding payment services in the internal market.

Main focus:

-

* fostering the birth of new innovative
solutions built around financial
institutions (open banking)

* improving the security of e-banking
protocols
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Payment Services Directive (PSD2)
Open banking

Third-party applications can access and aggregate users’ banking information.
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Payment Services Directive (PSD2)
Open banking

Third-party applications can access and aggregate users’ banking information.
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Payment Services Directive (PSD2)
Open banking

Third-party applications can access and aggregate users’ banking information.
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Payment Services Directive (PSD2)
Open banking Dashboard

Third-party applications can access and aggreg ation.

Current Balance

095 =
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FINSes 1.24150 €

@ Widiba 198,00 €
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| Payment Services Directive (PSD2)

Directive (EU) 2015/2366 regarding payment services in the internal market.

Main focus:

* fostering the birth of new innovative
solutions built around financial
institutions (open banking)

K improving the security of e-banking
protocols
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Payment Services Directive (PSD2)
Security of e-Banking Protocols

¢

Strong Customer Dynamic Linking
Authentication (SCA)
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Payment Services Directive (PSD2)
Strong Customer Authentication (SCA)

Authentication relying on more than a single authentication factor:

[ SOMETHING
YOU ARE

L
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Images source: https://appspicket.com/the-next-generation-in-2fa-technology/



Actions SCArequired?

Balance inquiry Depends on the case

Consultation of payment history of

past 90 days Depends on the case

Payments to trusted beneficiaries Depends on the case

Recurrent payments with same

Depends on the case
amount and same payee

Payments not exceeding € 30 Depends on the case

Payments exceeding € 30 Always




Payment Services Directive (PSD2)
Authentication Code

Authentication factors must generate an authentication code.

Authentication code
hidden to the user

Authentication code
visible to the user

New login
attempt




Payment Services Directive (PSD2)
Dynamic Linking

During a transaction, the authentication code must be strongly connected with
the ongoing operation.

- -

P ~
’ cT TN T T T TS
Transfer no. AA/1234 / . @ N
/ " Y

Payer Name John Smith . o

Y P : authentication
Payee Name @ -

! .’ R4 code
Payee IBAN Code IT12712345 12345123456?89012, s

-
-
Amount 100,00 EUR)= = = ~
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Payment Services Directive (PSD2)
Dynamic Linking

Moreover, the user is always
displayed the operations’ details
before the authorization.
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Operation Details
Bank Transfer
09/16/2020 7:35:04 PM

€ 100,00

Anne Smith

Reject




Payment Services Directive (PSD2)
Use Case

PN 15t Bank PN 2nd Bank

Before and After PSD2 Before and After PSD2
A A A A
— 2 (2
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Use Case — Before PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

n

Online Banking

Login




Use Case — Before PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

2. The user generates a code through the

matrix and inserts it in the online page
to authorize the operation.

8/

OTP REQUIRED

"
Online Banking

Login
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Use Case — Before PSD2

2"d Bank r

Online Banking

Login

1. The user authenticates on the online
banking and performs an operation.




Use Case — Before PSD2
2"d Bank

1. The user authenticates on the online
banking and performs an operation.

2. The user generates a code through the
device and inserts it in the online page
to authorize the operation.

Online Banking

Login




Use Case — Before PSD2
2"d Bank

1. The user authenticates on the online
banking and performs an operation.

2. The user generates a code through the

device and inserts it in the online page
to authorize the operation.

87

OTP REQUIRED

"
- u .
|

Online Banking

Login

453226




Payment Services Directive (PSD2)

Not Compliant Solutions 1. The authentication code is not

connected with the ongoing

operation.
Ovezam ). ¢
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Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
«MUuFASA: A Tool for High-level Specification and Analysis of Multi-
factor Authentication Protocols», ETAA@ESORICS 2019

Use Case Analysis — Before PSD2

15t and 2" Bank M U FASA

@ Q 4 single attackers

lﬂ'ﬂl!ﬂ!m--

MEDIL HIGH

MB/ 3 4 7 4 4 4 MEDLM 8 6 9 4 7 HIGH

ss— 1953|275 |MEDIUM| 1|7 ]| 9] 4| 5 |MEDIUM|MEDIUM
6 | M 5| 9| 4| 6 | MEDIUM| MEDIUM




Use Case — After PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

n

Online Banking

Login




Use Case — After PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation.
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Use Case — After PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation.
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Use Case — After PSD2
15t Bank

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation.

"
Online Banking

Login

N W4 56% 0

Operation Details
Bank Transfer
09/16/2020 7:35:04 PM
€ 100,00

Anne Smith

Reject



Use Case — After PSD2 <
15t Bank L

15)
Online Banking

Login

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation.

3. By inserting a specific PIN, the user can
authorize the operation.

Insert your code




Use Case — After PSD2 e
2"d Bank —

n

Online Banking

1. The user authenticates on the online
banking and performs an operation.




Use Case — After PSD2
2"d Bank

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation and
containing an OTP code.
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Use Case — After PSD2
2"d Bank

1. The user authenticates on the online
banking and performs an operation.

2.The user receives a push notification
detailing the ongoing operation and
containing an OTP code.
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Use Case — After PSD2 e
2"d Bank

1. The user authenticates on the online . — k
Online Banking

banking and performs an operation. MESSAGGES

Authorize the bank transfer of € 100,00

2. The user receives a push notification o Anne Smifh rough e folowing

OTP: 3875639.

detailing the ongoing operation and
containing an OTP code.
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Use Case — After PSD2 e
2"d Bank —

n

Online Banking

1. The user authenticates on the online
banking and performs an operation.

MESSAGGES

CCCCCCC

Authorize the bank transfer of € 100,00
to Anne Smith through the following
OTP: 3875639.

2.The user receives a push notification
detailing the ongoing operation and
containing an OTP code.

3.The user inserts the OTP code in the TP REQUIRED

online page to authorize the operation. - SRTLTEr

ICT
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Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
«MUuFASA: A Tool for High-level Specification and Analysis of Multi-

U Se Ca Se A n a Iys i S — Afte r PS D 2 factor Authentication Protocols», ETAA@ESORICS 2019

15t and 2" Bank M U FASA

0 single attackers

Advantages:

Security: Dynamic Linking

* |[the user is aware of the ongoing operation

* | the authentication code is connected with the ongoing operation and session, therefore it
cannot be used anywhere nor for any other operation

* only for 1%t bank: the authentication code is sent directly through the network, without

requiring the user to manually enter it = attackers that intercept the code while the user is
typing are mitigated

Usability: common devices are leveraged (smartphone)



Use Case

Compliance with the PSD2

Requirement

Strong Customer
Authentication

Dynamic Linking
(link between authentication
code and operation)

Dynamic Linking
(information on the operation
displayed to the user)

ICT
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AND INFORMATION TECHNOLOGY
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| BeforePsD2
__ Bank1 | Bank2 | Bankl | Bank2 ___
© © © ©

Before PSD2 After PSD2

Factors: Factors: Factors: Factors:
credentials (K) credentials (K) credentials, PIN (K) credentials (K)
matrix card (P) OTP generator (P) smartphone (P) smartphone (P)

o X & v

: . L OTP generator Authentication code is Authentication code is
Matrix contains fixed :
generates time-based bound to the bound to the
codes . ]
OTPs operation operation

X

(X & v

OTP generator cannot

Matrix cannot display : Details are displayed in Details are displayed in
. : display any other L -
any information ) . the notification the notification
information
4 single attackers O single attackers



Advanced Vulnerabilities
Man in the Browser (Login)




Advanced Vulnerabilities
Man in the Browser (Login)
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Online Banking

Login

:  LMDMTT95H30D321H




Advanced Vulnerabilities
Man in the Browser (Login)

Online Banking Online Banking

Login Login
© LMDMTT95H30D321H :  LMDMTT95H30D321H




Advanced Vulnerabilities
Man in the Browser (Login)

n

Online Banking

Online Banking

Login Login

* LMDMTT95H30D321H vsemame:  LMDMTT95H30D321H
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Advanced Vulnerabilities
Man in the Browser (Login)

Online Banking

Online Banking

Login Login

* LMDMTT95H30D321H vsemame:  LMDMTT95H30D321H

password: eoe o000
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Advanced Vulnerabilities
Man in the Browser (Login)

Operation Details

Login

09/16/2020 7:35:04 PM

Reject

Online Banking

Online Banking

Login Login

* LMDMTT95H30D321H :  LMDMTT95H30D321H

006 060 06 0 00 sword: e 060600 0 00
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Advanced Vulnerabilities
Man in the Browser (Login)

Insert your code

1al

Online Banking

Online Banking

Login Login

* LMDMTT95H30D321H :  LMDMTT95H30D321H

006 060 06 0 00 sword: e 060600 0 00
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Advanced Vulnerabilities
Man in the Browser (Login)

Error




Advanced Vulnera
Man in the Browse

11:12 ™ NP4 56%D

Operation Details

Login

09/16/2020 7:35:04 PM

Not enough details for login!




NP4 56%D

Advanced Vulnera

Man in the Browse Operation Details
&
%. %,
Bank Transfer Q.. &
&[/O
%,

€ 100,00
Operation Details
Anne Smith

Login

09/16/2020 7:35:04 PM

Not enough details for login!
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Advanced Vulnerabilities
Total-mobile

The use of mobile (web)
applications to perform
operations lead to some further
considerations to be done.

Credentials are typed on the mobile
device (app or browser).

The push notification is sent to the
same mobile device.

S
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| Best Practices

Cyber security is a

. , Byl
Our actions have such an important role ook koo g

in cyber security.

80%

>859%

of hacking-related data of social-related data
breaches is caused by breaches is caused by
compromised phishing
credentials
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Source: 2019 Data Breach Investigations Report, Verizon.



Image source: https://travelskills.com/2017/09/21/5-ways-to-prevent-shoulder-surfing/

Best Practices
Passwords

Properly choose and securely store passwords, change
them frequently and avoid using the same ones for every
account.

Keep attention when performing operations in public
spaces, especially when inserting passwords, PINs or
OTPs.




Source: The 2019 State of Password and Authentication Security Behaviors Report, Ponemon Institute

Best Practices
Passwords

How many times a Password storage techniques
password iS reused (more that a choice permitted)

MEMORY BROWSER FILE WRITTEN OTHER
1-3 4-6 > 6 ON PAPER
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Source: The 2019 State of Password and Authentication Security Behaviors Report, Ponemon Institute

Best Practices
Passwords

ge techniques

ice permitted)

How many times a
password is reused

MEMORY BROWSER FILE WRITTEN OTHER

1-3 ON PAPER
- I C,E\-"'/)‘
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Best Practices
Devices

/ Download app only from official stores.

) Avoid rooting or jailbraking your devices.

ROOT

Update applications, operating system and antimalware.

==



Best Practices
Connections

Ensure that the connection is secure while performing
# httpsy//  sensitive operations (banking transactions,
authentications, etc.)

Avoid, if possible, performing sensitive operations
when connected to public WiFi networks.




Best Practices Fake invoices for Phony grants

Phishing target PayPal customers
. sans a €250 . ng the
phishing emails promis® pelers Tmewyy, 111) a;] ge ICa digjt,;
Covid-19 premium INterpet Oodedq tp -
Tuesda‘j,lﬁhugustlﬂm SW.\SS State—owned

companies targ eted by S g g
phishing SCams

Outlook “mail issues” phishing —
don't fall for this scam!

g as Contract Par
Access Compa ny Data ners to

Fraudsters take aim at active dj rectory passwords

ishi each
Organizations facing nearly 1,200 phishing attacks
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Best Practices
Phishing
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Congratulations
|[USPS|'s Survey
Congratulations

CBD Today
PRIVATESPORTSHOP

Date Cute Russian

ActionAid
Streaming fantasy
Prima Assicurazioni

Pandemic Survival
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Congratulations - You Have (1) New Sams Club Reward Ready To Claim!: - Sams Club Has A Bi...
Congratulations , a surprise is waiting for you

Congratulations - You Have (1) New Walgreens Reward Ready To Claim!: - Walgreens Has A BI...
Is this CBD gummies really the new miracle cure? - CAN THESE GUMMY BEARS REALLY STOP ...
Il primo sito di vendite evento dedicato allo sport: sconti fino all'80% tutto I'anno! - Consegna a...
Lonely Russian Girls Looking for Boyfriends

(nessun oggetto) - Marco https://clck.ru/Mt3uQ

Un bambino ha bisogno di te - Mostra le immagini di questo messaggio Se ritieni questa mail i...
Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mese. - Dis..
Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques...

Corona Is Spinning Out of Control... - Your Gov. Is Lying To You...10.Corona is not “controllable”...
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Best Practices
Phishing
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Congratulations - You Have (1) New Sams Club Reward ReadyTo Claim!: - Sap£ C .'{ Has A |

Congratulations , a surprise is waiting for you

Congratulations - You Have (1) New Walgreens Reward Ready To Clai algreens Has A Bi...

Is this CBD gummies really the new miracle cure? - CAN THESE '. BEARS REALLY STOP.
D%

Il primo sito di vendite evento dedicato allo sport: sconti fino a
Lonely Russian Girls Looking for Boyfriends

(nessun oggetto) - Marco https://clck.ru/Mt3uQ

Un bambino ha bisogno di te - Mostra le immagip g/ questo messaggio Se ritieni questa mail i...
Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mese. - Dis..
Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques...

Corona Is Spinning Out of Control... - Your Gov. Is Lying To You...10.Corona is not “controllable”...
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tutto lI'anno! - Consegna a.

Winnings,
discounts or
money benefits

18 apr

16 apr

- 15 apr

.. 12 apr

11 apr

11 apr

11 apr

10 apr

10 apr

9 apr
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Phishing

Congratulations Congratulations - You Have (1) New Sams Club Reward Ready To Claim!: - Sams Club Has A Bi... 19 apr
|USPS|'s Survey Congratulations , a surprise is waiting for you 18 apr
Congratulations Congratulations - You Have (1) New Walgreens Reward Ready To Claim!: - Walgreens Has A Bi... M i ra CO I 0 u S
CBD Today Is this CBD gummies really the new miracle cure? - €ATT THESE GUMMY BEARS REALLY STOP ... C u res
PRIVATESPORTSHOP Il primo sito di vendite evento dedicato allo sport: sconti fino all'80% tutto I'anno! - Consegna a... 12 apr
Date Cute Russian Lonely Russian Girls Looking for Boyfriends 11 apr
(nessun oggetto) - Marco https://clck.ru/Mt3uQ 11 apr
ActionAid Un bambino ha bisogno di te - Mostra le immagini di questo messaggio Se ritieni questa mail i... 11 apr
Streaming fantasy Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mese. - Dis.. 10 apr
Prima Assicurazioni Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques... 10 apr
Pandemic Survival Corona Is Spinning Out of Control... - Your Gov. Is Lying To You...10.Corona is not “controllable”... 9 apr
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Phishing

Congratulations Congratulations - You Have (1) New Sams Club Reward Ready To Claim!: - Sams Club Has A Bi... 19 apr
|USPS|'s Survey Congratulations , a surprise is waiting for you 18 apr
Congratulations Congratulations - You Have (1) New Walgreens Reward Ready To Claim!: - Walgreens Has A Bi... 16 apr
CBD Today Is this CBD gummies really the new miracle cure? - CAN THESE GUMMY BEARS REALLY STOP ... 15 apr
PRIVATESPORTSHOP Il primo sito di vendite evento dedicato allo sport: sconti fino all'80% tutto I'anno! - Consegna a... 12 apr
Date Cute Russian Lonely Russian Girls Looking for Boyfriends TTapr M = Eti n gS
(nessun oggetto) - Marco https://clck.ru/Mt3uQ 11 apr
ActionAid Un bambino ha bisogno di te - Mostra le immagini di questo messaggio Se ritieni questa mail i... 11 apr
Streaming fantasy Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mese. - Dis.. 10 apr
Prima Assicurazioni Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques... 10 apr
Pandemic Survival Corona Is Spinning Out of Control... - Your Gov. Is Lying To You...10.Corona is not “controllable”... 9 apr
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Congratulations Congratulations - You Have (1) New Sams Club Reward Ready To Claim!: - Sams Club Has A Bi... 19 apr
|USPS|'s Survey Congratulations , a surprise is waiting for you 18 apr
Congratulations Congratulations - You Have (1) New Walgreens Reward Ready To Claim!: - Walgreens Has A Bi... 16 apr
CBD Today Is this CBD gummies really the new miracle cure? - CAN THESE GUMMY BEARS REALLY STOP ... 15 apr
PRIVATESPORTSHOP Il primo sito di vendite evento dedicato allo sport: sconti fino all'80% tutto I'anno! - Consegna a... 12 apr
Date Cute Russian Lonely Russian Girls Looking for Boyfriends 11 apr
(nessun oggetto) - Marco https://clck.ru/Mt3uQ 11 apr
ActionAid Un bambino ha bisogno di te - Mesira le immagini di questo messaggio Se ritieni questa mail i... 11 aor
Streaming fantasy Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mesé.—brs—— E m pat hy a n d
Prima Assicurazioni Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques... X S,O I : d a rlty
Pandemic Survival Corona Is Spinning Out of Control... - Your Gov. Is Lying To You...10.Corona is not “controllable”... 9 apr
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Best Practices
Phishing

Congratulations Congratulations - You Have (1) New Sams Club Reward Ready To Claim!: - Sams Club Has A Bi... 19 apr
|USPS|'s Survey Congratulations , a surprise is waiting for you 18 apr
Congratulations Congratulations - You Have (1) New Walgreens Reward Ready To Claim!: - Walgreens Has A Bi... 16 apr
CBD Today Is this CBD gummies really the new miracle cure? - CAN THESE GUMMY BEARS REALLY STOP ... 15 apr
PRIVATESPORTSHOP Il primo sito di vendite evento dedicato allo sport: sconti fino all'80% tutto I'anno! - Consegna a... 12 apr
Date Cute Russian Lonely Russian Girls Looking for Boyfriends 11 apr
(nessun oggetto) - Marco https://clck.ru/Mt3uQ 11 apr
ActionAid Un bambino ha bisogno di te - Mostra le immagini di questo messaggio Se ritieni questa mail i... 11 apr
Streaming fantasy Disney + Pixar + Marvel + StarWars + National Geographic + | Simpsons per 6,99 al mese. - Dis.. 10 apr
Prima Assicurazioni Polizza Auto Annuale da 178,06 euro - Mostra le immagini di questo messaggio Se ritieni ques... 10 apr
Pandemic Survival Corona Is Spinning Out of Control... - Ye«=Gay |5 Lying To You..10.Corona is not “co Sec rets a n d
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Best Practices
Phishing

1]

1]

1]

1]

Beware of links in emails or text messages. Banking and postal institutes never
ask you for personal information through these means.

Never lower your guard in case of suspicious emails, not even if (apparently)
coming from a known person.

Pay attention to the linguistic and grammatical structure of the email: they are
often translated through automatic services.

Beware of emails requesting you to perform operations shortly: attackers often
create pressure to prevent victims from paying much attention to details.
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Esclusiva Vodafone Passa a Fibra a 27,90€ al mese. 2 mesi di canone in regalo! Solo online - Mostra le immagini di... 8 apr

Difesa e sicurezza . In vendita in Italia la torcia militare progettata per le forze speciali USA - In vendita in Italia la 1. 8 apr
Infinity Infinity supporta la raccolta fondi «Aiutiamo chi ci aiuta» - Infinity porta avanti 'impegno socia... 7 apr
CBD Today Experience the benefits of clinically validated Cannabliss CBD Gummies - CAN THESE GUMMY ... 5 apr

Sender apparently
trusted (Italian telco)

I C I "‘"E \)
C\PH S
AND INFORVATION TECHNOLOGY c\:!‘a\) FIN "

SECURITY & TRUST

-5¢

FONDAZIONE
BRUNO KESSLER




Best Practices
Phishing

vr 2L Esclusiva Vodafone Passa a Fibra a 27,90€ al mese. 2 mesi di canone in regalo! Solo online - Mostra le ... O B = 0

Difesa e sicurez; . )gettata per le forze speciali USA - In vendita in ltalia la t.. 8 apr
Infinity itiamo chi ci aiuta» - Infinity porta avanti I''mpegno socia... 7 apr
CBD Today Aggiungi ai contatti n llidated Cannabliss CBD Gummies - CAN THESE GUMMY.. 5 apr

Sender apparently ... but only
trusted (Italian telco) apparently!
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serace@mel paypal com <semceopanvpa@outiook com>
Response required

' PayPal

Response required.

Best Practices
Phishing

ma’ - - 4 R
We emaided you 3 itle wide ago 10 ask for your help resolving an issue with your PayPal account
Your account is still temporaniy Imfed because we haven heard from you.

We notcod some unusual iDg n activty with your azcount, Pliease choctk that no oo has ogged in to
YOUr BSLOUA WIthOUL YOI LErMIsSion

To help us with this and 0 see what you can and can't do with your account untd the issue is resolved,
log in to your account and go 1o the Resolution Cender,

AS alwvays. & you need help of have 3y quostons. feel free 10 conlact us, We're ahvays bere 10 help,
Thank you for being a PayPal customer

Sincerely,
PayPal

Prease 00 00t reply 30 P orril Undoniuriatioly, we e unalit 30 1650000 10 0vasts sond 10 Das 300 cas. For snnadute Momers 10 your Quisiors,
srply Wl our Help Coarder by Chcimg "Mele™ ot e Dotioon of sy Pyt s page
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[j—‘T'- serace@mel paypal con( <serace opanpa@ontiook com>
o 'l r\)\} Response required >\’
Best Practices

Phishing Unofficial mail address

. P PayPal
Need for performing _ P

an operation shortly ~Response requir@

Sue with your PayPal accoumt

Your account is shill temporanily im#ed because we havent heard from you

We noScod some unusual 109 n Aty with yOUr azcoun, Piease chotk that no o has ogged in to
YOUS 3SLCU 'WIthOUL YOI LErMISSION

Li n k n Ot to be CI ic kEd - @ with this and to see what you can and can't do with your account untd the issue is resolved,

log in to Jour account and 9o 1o the Resolution Center,
AS alvays. ¥ you need Hhelp of have any quostons. feel free 10 conlact us, We're ahvays bhete 10 help
Thank you for being a PayPal customer

Sincerely,

PayPal

Faase 00 it Oty 30 P ol I A Gtoly e 2t Unatdt 1) 1650000 30 Bt S0 10 Tt B4 FOr v ate oievers O Yo Oainre.,
rpdy wosl our Hielp Cerder by Chciong "Mels™ o e Dolioen of sy Pyt ' page
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> Thank you for “°'-
the attention!

Marco Pernpruner
mpernpruner@fbk.eu

& https://stfbk.github.io



Questions?

—_ ICT clo
D( SIoMe, G ST FIN E

BRUNO KESSLER SECURITY & TRUST




