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Security Vulnerabilities
Financial Phishing
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The percentage of financial phishing attacks (from overall 
phishing attacks) detected by Kaspersky, 2014-2019 

Source: Kaspersky – https://securelist.com/financial-cyberthreats-in-2019/96692/

The distribution of different types of financial 
phishing detected by Kaspersky in 2019

financial-related phishing 
on overall phishing

attacks

51,4%
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The percentage of financial phishing attacks (from overall 
phishing attacks) detected by Kaspersky, 2014-2019 

Source: Kaspersky – https://securelist.com/financial-cyberthreats-in-2019/96692/

The distribution of different types of financial 
phishing detected by Kaspersky in 2019

financial-related phishing 
on overall phishing

attacks

51,4%

spread of bank-related
phishing from 2018

to 2019

+5,5%
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Security Vulnerabilities
Financial Malware

Number of unique users attacked by financial malware

Source: Kaspersky – https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/
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Security Vulnerabilities
Financial Malware

Number of installation packages of mobile banking trojans 
detected by Kaspersky, Q1 2019 – Q1 2020

Sources: Kaspersky – https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/
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Security Vulnerabilities
Financial Malware

Number of installation packages of mobile banking trojans 
detected by Kaspersky, Q1 2019 – Q1 2020

infections in the 
financial scenario by the 

top 3 malware
in 2018

62%

infections in the 
financial scenario by the 

top 3 malware
in 2017

70% infections in the 
financial scenario by the 

top 3 malware
in 2016

~90%

infections in the financial
scenario by the top 3 

malware in 2019

41%

Sources: Kaspersky – https://securelist.com/it-threat-evolution-q1-2020-statistics/96959/
Clusit – Rapporto 2020 sulla Sicurezza ICT in Italia 
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Payment Services Directive (PSD2)

Main focus:

• fostering the birth of new innovative 
solutions built around financial
institutions (open banking)

• improving the security of e-banking 
protocols

Directive (EU) 2015/2366 regarding payment services in the internal market.
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Payment Services Directive (PSD2)
Open banking

Third-party applications can access and aggregate users’ banking information.
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Payment Services Directive (PSD2)
Security of e-Banking Protocols

15

Strong Customer
Authentication (SCA)

Dynamic Linking



Payment Services Directive (PSD2)
Strong Customer Authentication (SCA)

Authentication relying on more than a single authentication factor:

Images source: https://appspicket.com/the-next-generation-in-2fa-technology/

/
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Strong Customer Authentication (SCA)

Authentication relying on more than a single authentication factor:

Images source: https://appspicket.com/the-next-generation-in-2fa-technology/

/
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Actions SCA required?

Balance inquiry Depends on the case

Consultation of payment history of 
past 90 days

Depends on the case

Payments to trusted beneficiaries Depends on the case

Recurrent payments with same 
amount and same payee

Depends on the case

Payments not exceeding € 30 Depends on the case

Payments exceeding € 30 Always



Payment Services Directive (PSD2)
Authentication Code

Authentication factors must generate an authentication code.

Authentication code 
visible to the user

Authentication code
hidden to the user
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Payment Services Directive (PSD2)
Dynamic Linking

During a transaction, the authentication code must be strongly connected with 
the ongoing operation.

authentication 
code
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Payment Services Directive (PSD2)
Dynamic Linking

Moreover, the user is always 
displayed the operations’ details 
before the authorization.

19



Payment Services Directive (PSD2)
Use Case

Before and After PSD2

1st Bank 2nd Bank
Before and After PSD2
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Use Case – Before PSD2
1st Bank

1. The user authenticates on the online 
banking and performs an operation.
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Use Case – Before PSD2
1st Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user generates a code through the 
matrix and inserts it in the online page 
to authorize the operation.

8
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Use Case – Before PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.
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Use Case – Before PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user generates a code through the 
device and inserts it in the online page 
to authorize the operation.
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Use Case – Before PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user generates a code through the 
device and inserts it in the online page 
to authorize the operation.

453226
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Payment Services Directive (PSD2)
Not Compliant Solutions 1. The authentication code is not 

connected with the ongoing 
operation.

2. Users cannot be aware of which 
operation they are about to authorize.
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Use Case Analysis – Before PSD2
1st and 2nd Bank

24

Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
«MuFASA: A Tool for High-level Specification and Analysis of Multi-
factor Authentication Protocols», ETAA@ESORICS 2019



Use Case – After PSD2
1st Bank

1. The user authenticates on the online 
banking and performs an operation.
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Use Case – After PSD2
1st Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user receives a push notification
detailing the ongoing operation.

3. By inserting a specific PIN, the user can 
authorize the operation.
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Use Case – After PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.
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Use Case – After PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user receives a push notification
detailing the ongoing operation and 
containing an OTP code.
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Use Case – After PSD2
2nd Bank

1. The user authenticates on the online 
banking and performs an operation.

2. The user receives a push notification
detailing the ongoing operation and 
containing an OTP code.

3. The user inserts the OTP code in the 
online page to authorize the operation.
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Use Case Analysis – After PSD2
1st and 2nd Bank

Advantages:

Security:
• the user is aware of the ongoing operation
• the authentication code is connected with the ongoing operation and session, therefore it

cannot be used anywhere nor for any other operation
• only for 1st bank: the authentication code is sent directly through the network, without

requiring the user to manually enter it→ attackers that intercept the code while the user is
typing are mitigated

Usability: common devices are leveraged (smartphone)

Dynamic Linking

Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
«MuFASA: A Tool for High-level Specification and Analysis of Multi-
factor Authentication Protocols», ETAA@ESORICS 2019



Use Case
Compliance with the PSD2

28

Requirement
Before PSD2 After PSD2

Bank 1 Bank 2 Bank 1 Bank 2

Strong Customer 
Authentication

Factors:
credentials (K)
matrix card (P)

Factors:
credentials (K)

OTP generator (P)

Factors:
credentials, PIN (K)

smartphone (P)

Factors:
credentials (K)

smartphone (P)

Dynamic Linking
(link between authentication 

code and operation)

Matrix contains fixed
codes

OTP generator 
generates time-based

OTPs

Authentication code is
bound to the 

operation

Authentication code is
bound to the 

operation

Dynamic Linking 
(information on the operation

displayed to the user)

Matrix cannot display 
any information

OTP generator cannot
display any other

information

Details are displayed in 
the notification

Details are displayed in 
the notification

4 single attackers 0 single attackers



Advanced Vulnerabilities
Man in the Browser (Login)
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Advanced Vulnerabilities
Total-mobile

The use of mobile (web) 
applications to perform 
operations lead to some further 
considerations to be done.

30

Credentials are typed on the mobile 
device (app or browser).

The push notification is sent to the 
same mobile device.
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Best Practices

Our actions have such an important role 
in cyber security.

of hacking-related data 
breaches is caused by 

compromised 
credentials

80%

Source: 2019 Data Breach Investigations Report, Verizon.

of social-related data 
breaches is caused by 

phishing

>85%
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Best Practices
Passwords

Image source: https://travelskills.com/2017/09/21/5-ways-to-prevent-shoulder-surfing/

Properly choose and securely store passwords, change 
them frequently and avoid using the same ones for every 
account.

Keep attention when performing operations in public 
spaces, especially when inserting passwords, PINs or 
OTPs.
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Best Practices
Passwords

28%

46%

26%

1-3 4-6 > 6

How many times a
password is reused

Source: The 2019 State of Password and Authentication Security Behaviors Report, Ponemon Institute

53%

32%

26% 26%

1%

MEMORY BROWSER FILE WRITTEN 
ON PAPER

OTHER

Password storage techniques
(more that a choice permitted)
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Best Practices
Devices

Download app only from official stores.

Avoid rooting or jailbraking your devices.

Update applications, operating system and antimalware.
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Best Practices
Connections

Avoid, if possible, performing sensitive operations
when connected to public WiFi networks.

36

Ensure that the connection is secure while performing 
sensitive operations (banking transactions, 
authentications, etc.)



Best Practices
Phishing
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Best Practices
Phishing

Winnings, 
discounts or

money benefits
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Best Practices
Phishing

Miracolous
cures
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Best Practices
Phishing
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Best Practices
Phishing
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Empathy and 
solidarity



Best Practices
Phishing
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Secrets and 
conspiracies



Best Practices
Phishing

Beware of links in emails or text messages. Banking and postal institutes never 
ask you for personal information through these means.
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Beware of emails requesting you to perform operations shortly: attackers often 
create pressure to prevent victims from paying much attention to details.

Pay attention to the linguistic and grammatical structure of the email: they are 
often translated through automatic services.

Never lower your guard in case of suspicious emails, not even if (apparently) 
coming from a known person.



Best Practices
Phishing

Sender apparently 
trusted (Italian telco)
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Best Practices
Phishing

Sender apparently 
trusted (Italian telco)

… but only
apparently!
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Best Practices
Phishing
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Best Practices
Phishing
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Need for performing 
an operation shortly

Link not to be clicked

Unofficial mail address



Thank you for 
the attention!

Marco Pernpruner
mpernpruner@fbk.eu

https://stfbk.github.io



Questions?


