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Financial Phishing and Malware

The percentage of financial phishing attacks (from overall 
phishing attacks) detected by Kaspersky, 2014-2019 

Number of installation packages of mobile banking trojans 
detected by Kaspersky, Q1 2019 – Q1 2020



Security Vulnerabilities

7

Skimming

Source: https://blog.malwarebytes.com/threat-
analysis/2020/05/credit-card-skimmer-masquerades-as-favicon/
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Strong Customer Authentication (SCA)

Authentication relying on more than a single authentication factor:

Images source: https://appspicket.com/the-next-generation-in-2fa-technology/
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Strong Customer Authentication (SCA)

Authentication relying on more than a single authentication factor:

Images source: https://appspicket.com/the-next-generation-in-2fa-technology/

/

Actions SCA required?

Balance inquiry Depends on the case

Consultation of payment history of 
past 90 days

Depends on the case

Payments to trusted beneficiaries Depends on the case

Recurrent payments with same 
amount and same payee

Depends on the case

Payments not exceeding € 30 Depends on the case

Payments exceeding € 30 Always
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Dynamic Linking

During a transaction, the authentication code must be strongly connected with 
the ongoing operation.

authentication 
code
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Dynamic Linking

Moreover, the user is always 
displayed the operations’ details 
before the authorization.
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banking through credentials and 
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Use Case

14

Before PSD2

1. The user authenticates on the online 
banking through credentials and 
performs an operation.

2. The user generates a code through 
the matrix.

3. The user inserts the code in the 
online page to authorize the 
operation.

8

1

3

LMDMTT95H30D321H

• • • • • • • • •
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Not Compliant Solutions 1. The authentication code is not 
connected with the ongoing 
operation.

2. Users cannot be aware of which 
operation they are about to authorize.
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Use Case

16

After PSD2

1. The user authenticates on the online 
banking through credentials and 
performs an operation.

2. The user receives a push notification
that, once opened, details the ongoing 
operation.

3. By inserting a specific PIN, the user can 
authorize the operation.

LMDMTT95H30D321H

• • • • • • • • •



Use Case

17

Compliance with the PSD2

Requirement Before PSD2 After PSD2

Strong Customer Authentication
Factors:

credentials (K)
matrix (P)

Factors:
credentials (K)

smartphone (P)

Dynamic Linking
(link between authentication code and operation)

Matrices cannot generate codes
linked to the ongoing operation

Authentication code is bound to the 
ongoing operation

Dynamic Linking
(information on the operation displayed to the user)

Matrices cannot display any
information about the ongoing

operation

Details on the ongoing operation are 
displayed after clicking on the 

notification
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Security Analysis

To detect the attackers that manage to compromise the protocol, we perform 
two different kinds of analysis:

1. Combinatorial Analysis: relying on attackers’ capabilities on the 
authentication factors. It is fast and thus helps prune the set of attackers to 
test, but may not detect some advanced attacks.

2. Formal Analysis: relying on formal methods (a specification language and a 
model checker). It can be computationally expensive, but manages to find 
even more complex categories of attacks.
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MuFASA

MuFASA: A Tool for High-level Specification and Analysis of Multi-
factor Authentication Protocols
Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
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MuFASA – Modeling
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Shoulder Surfer: compromises
secrets by looking at the 

victim while typing

Social Engineer: deceives the 
victim into revealing secrets or 

performing operations

Man in the Browser: malicious
application lying on the victim’s

browser, manages to tamper with 
any window or transaction

Eavesdropping Software: malicious
application intercepting everything

is typed on the keyboard
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MuFASA – Analysis
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MuFASA – Analysis

Advantages:

Security:
• the user is aware of the ongoing operation
• the authentication code is connected with the ongoing operation and session, therefore it

cannot be used anywhere nor for any other operation
• the authentication code is sent directly through the network, without requiring the user to 

manually enter it→ attackers that intercept the code while the user is typing are mitigated

Usability: common devices are leveraged (smartphone)

Dynamic Linking
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Security Analysis

To detect the attackers that manage to compromise the protocol, we perform 
two different kinds of analysis:

1. Combinatorial Analysis: relying on attackers’ capabilities on the 
authentication factors. It is fast and thus helps prune the set of attackers to 
test, but may not detect some advanced attacks.

2. Formal Analysis: relying on formal methods (a specification language and a 
model checker). It can be computationally expensive, but manages to find 
even more complex categories of attacks.



Automated Analysis of Security Protocols for the PSD2
Formal Analysis with ASLan++ and SATMC
entity IdPServer(Actor, FCMServer, EICApp, User, SPServer, Browser, EIC: agent, Ch_B2IdPS, Ch_IdPS2FCMSrv, Ch_EICApp2IdPS, Ch_IdPS2EICApp: channel) {

symbols
IdPCookie: cookie;
OpId: opid;
Request: userrequest;

body { % of IdPServer
select {

on(Browser -Ch_B2IdPS-> Actor: ?Request):{
Actor -Ch_IdPS2B-> Browser: Actor;

select {
on(Browser -Ch_B2IdPS-> Actor: User.?IdPCookie &

enrollmentDB(Actor)->contains((User,?IdPCookie))):{
OpId := fresh();
Actor -Ch_IdPS2FCMSrv-> FCMServer: OpId.Request;

select {
on(EICApp -Ch_EICApp2IdPS-> Actor: OpId):{

Actor -Ch_IdPS2EICApp-> EICApp: OpId.Actor.SPServer;

select {
on(EICApp -Ch_EICApp2IdPS-> Actor: OpId.{OpId.Actor.SPServer}_inv(pk(EIC))):{

Actor -Ch_IdPS2B-> Browser: {Actor.User.SPServer}_inv(pk(Actor));
}

}
}

}
}

}
}

}
}

}

28



Advanced Vulnerabilities
Man in the Browser (Login)

29



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

LMDMTT95H30D321H

• • • • • • • • •

LMDMTT95H30D321H

• • • • • • • • •



Advanced Vulnerabilities
Man in the Browser (Login)

29

ErrorWelcome, 



Advanced Vulnerabilities
Man in the Browser (Login)

29

ErrorWelcome, 

Not enough details for login!



Advanced Vulnerabilities
Man in the Browser (Login)

29

ErrorWelcome, 

Not enough details for login!



Automated Analysis of Security Protocols for the PSD2

30

A Two-Levels Approach

To detect the attackers that manage 
to compromise the protocol

Security Analysis

1

To evaluate the risks connected with 
the successful attackers detected

Risk Analysis

2
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Risk Analysis with OWASP Risk Rating Methodology

Impact

Likelihood

Risk =

Probability of an 
attack happening

Consequences in case of 
the attack was successful

Likelihood Impact×
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Risk Analysis with OWASP Risk Rating Methodology

Likelihood

Low Medium High

Impact

Low Note Low Medium

Medium Low Medium High

High Medium High Critical

Risk =

Probability of an 
attack happening

Consequences in case of 
the attack was successful

Likelihood Impact×
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Risk Analysis with OWASP Risk Rating Methodology



Questions?



Thank you for 
the attention!

Marco Pernpruner
mpernpruner@fbk.eu

https://stfbk.github.io


