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* Horizon 2020 project SOTER (IA)
,Cybersecurity Optimisation and Training for Enhanced
Resilience in Finance”

* Two key objectives
» Technological: digital onboarding process

 ,Non-technological®: Cybersecurity Competence Training
Pls: Eva-Maria Griesbacher, Paul Rabel (Uni Graz); Robin
Renwick (Trilaterial Research Ireland); Martin Griesbacher (RISE)
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SOTER HFCR Areas of Concern

1.Human error
a. Lack of compliance
b. Negligence
c. Malpractice

2.Malicious insiders
Actions intended to harm the
organisation

3.Legal & ethical threats
a. Regulation (e.g. GDPR) related
incidents
b. Disinformation
c. Public perception of organization
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ENISA Top Threats 2020-01 to 2020-06
Malware
Web-based attacks
Phishing
Web application attacks
Spam
DDoS
Identity theft
Data breach
Insider threat
. Botnets
. Physical manipulation, damage,
theft and loss
12. Information leakage
13. Ransomware
14. Cyberespionage
15. Cryptojacking
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Sources:

ENISA Attack vectors

Attack the human element

Web and browser based attack vectors
Internet exposed assets

Exploitation of vulnerabilities/
misconfigurations and cryptographic/
network/security protocol flaws
Supply-chain attacks

Network propagation/lateral movement
Active network attacks

Privilege or user credentials
misuse/escalation

Fileless or memory-based attacks
Misinformation/disinformation

Common Attack Pattern Enumeration
and Classification (CAPEC, selected)

* Parameter injection

* Pharming

* Phishing

* Fake the source of data

* Principal Spoof

* Establish rogue location

* Clickjacking

* Malicious software download/update
* Pretexting

* Influence Perception

* Target Influence via Framing

* Influence via Incentives

* Obstruction (Physical Security)

ENISA threat taxonomy 2016, ENISA attack vector taxonomy 2016, ENISA List of top 15 threats 2020-01 to 2020-04; CAPEC (https://capec.mitre.org) , soterproject.eu
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SOTER HFCR Areas of Concern

1.Human error
a. Lack of compliance
b. Negligence
c. Malpractice

2. Malicious insiders
Actions intended to harm the
organisation

3.Legal & ethical threats
a. Regulation (e.g. GDPR)
related incidents
b. Disinformation
c. Public perception of
organization
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Cybersecurity competence comprises the capability, willingness,
motivation and agency of people to solve cybersecurity problems
individually or in cooperation with others based on their knowledge,
skills and proficiency in a form and way that organisational integrity as
well as physical, mental, material, social, ethical and legal integrity of
the individuals involved is measurably safeguarded.

14/01/2021 Level of confidentiality (confidential or public presentation) 17



Cybersecurity Competences

Confidential personal Responsible sharing of private Assessment of accuracy and
data/information handling information integrity of information

Confidential business Privacy settings for private digital
data/information handling devices and services

Training Module A:
Digital Information
Competence

Training Module B: Physical Safety Network handling Assurance of device safety

Digital Safety
Competence Safe browsing Safe digital communication Creation of safe credentials

Training Module C: Social Engineering Recognition Physical Environment Sensibility Insider Threat Recognition

Threat/Anomaly
Recognition Malware (Infection) Recognition Identity Fraud recognition

e Incidentdocumentation Incidentcommunication
Training Module D:

Incident Handlin
g Incidentreporting Collaborative incidentmanagement

Identification of Cybersecurity

Competence Gaps Problem-Solving Competence
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Identify: 1.Human error ———— ——) Training of employees
) a. Lack of compliance
* What to train b. Negligence
 Who to train c. Malpractice
* How to train 2.Malicious insiders ————————)  Training on management level

Actions intended to harm the organisation

3-Lega| & ethical threats II— Training on management |eve|
a. Regulation (e.g. GDPR) related incidents

b. Disinformation
c. Public perception of organization
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t —
Cybersecurity Training Access to the platform
Platform Username

M’ ’Usemame
Cybersecurity-Optimization Passworel
and Training 'for Enhance
Resilience in

S
\' -

a ‘ Password

Web: soterproject.eu
This project has received funding from the European Union’s

Horizon 2020 research and innovation programme under Email: info@soterproject.eu
grant agreement No 833923

Privacy Policy
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ammy Story

Course Presentation

Image

Image Hotspots

Branching Content

%A Branching Question

Reuse Content

T Atyour workplace y..

[l Email for you

"7 How do you react?

=2 What do you da? T You decided to ask _.

e 10% @ r1 Zoom to fit
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